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BACKGROUND OF THE INVENTION 

[0006] Electronic devices often contain firmware and application software that may 
either be provided by the manufacturers of the electronic devices, by telecommunication 
carriers, or by third parties. It may be difficult to update firmware and/or firmware 
components in electronic devices. The program code or functions employed to update 
firmware components may also have to be changed or updated. Such program code or 
functions, when upgraded, may not fit within the memory available in the electronic 
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device (FLASH or other storage). Changes to firmware or firmware components may be 
performed in a fault tolerant mode. However, fault tolerant methods may be difficult to 
implement. 

[0007] Attempts to upgrade firmware and/or application software in electronic devices 
requires a determination of a source version of an existing firmware/software and also a 
target version to which updates may be executed. The need to support different versions 
of firmware/software to support all of the possible version transitions places an enormous 
burden on software vendors providing updates to firmware/software. For example, if 
software in an electronic device corresponds to a version 1.1 and newer versions 1.2, 1.3, 
1 .9 have been created by the vendor, firmware/software updates supporting all possible 
transitions, such as those from 1.1 to 1.9, 1.2 to 1.9, 1.3 to 1.9, 1.1 to 1.2, 1.1 to 1.3, 1.2 
to 1.3, etc., may have to be applied. The explosion in the number of update packages as 
new versions are released makes it difficult to manage firmware/software update 
processes. To update an original source version of firmware/software, electronic devices 
may be upgraded employing appropriate update packages. Often more than one version 
update may be required and multiple update processes may be conducted. 

[0008] Further limitations and disadvantages of conventional and traditional approaches 
will become apparent to one of skill in the art, through comparison of such systems with 
some aspects of the present invention as set forth in the remainder of the present 
application with reference to the drawings appended hereto. 
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SUMMARY OF THE INVENTION 



[0009] Aspects of the present invention may be found in a method for updating software 
in an electronic device. The method may comprise generating an update package for 
updating at least one software application. The update package may be generated based 
upon at least one reference software installed on the electronic device. The method may 
also comprise updating the at least one software application using the update package. 

[0010] In another embodiment of the present invention, generating an update package for 
updating the at least one software application based upon the at least one reference 
software installed on the electronic device may comprise accessing the at least one 
reference software to identify which version of the at least one software application is 
present on the electronic device. The method may also comprise retrieving update 
information corresponding to at least a most recently updated version of the at least one 
software application and generating an update package with the retrieved update 
information. 

[0011] In another embodiment of the present invention, update information 
corresponding to at least a most recently updated version of the at least one software 
application may comprise update information corresponding to the most recently updated 
version of the at least one software application and update information corresponding to 
all intervening version updates presently installed on the electronic device. 

[0012] In another embodiment of the present invention, the method may further comprise 
updating multiple update versions of the at least one software application installed on the 
electronic device with a single update package. 

[0013] In another embodiment of the present invention, the method may further comprise 
installing the at least one software application and the at least one reference software as 
part of a single installation. 

[0014] In another embodiment of the present invention, the method may further comprise 
updating the at least one reference software and updating the at least one software 
application as part of a single update. 



3 



[0015] In another embodiment of the present invention, the at least one software 
application may comprise a plurality of software applications and the at least one 
reference software may comprise a plurality of reference software. 

[0016] In another embodiment of the present invention, the method may further comprise 
identifying a software application needing updating from the plurality of software 
applications installed on the electronic device and identifying whether a reference 
software corresponding to the software application needing updating is present on the 
electronic device. If the reference software is not present, then the software application 
and an associated reference software may be installed in a single update on the electronic 
device. 

[0017] In another embodiment of the present invention, the method may further comprise 
identifying a software application needing updating from the plurality of software 
applications installed on the electronic device and identifying whether a reference 
software corresponding to the software application needing updating is present on the 
electronic device. If the reference software is present, then an update package for the 
software application needing updating may be retrieved. The method may also comprise 
verifying the update package and installing the update package on the electronic device. 

[0018] In another embodiment of the present invention, the method may further comprise 
identifying a software application needing updating from the plurality of software 
applications installed on the electronic device. The method may also comprise 
determining if the update is needed immediately and storing the update until the update is 
needed immediately. 

[0019] In another embodiment of the present invention, when the update is determined to 
be needed immediately, then an update agent may be invoked to employ at least the 
stored update package and reference software and updating the software application with 
the update package. 

[0020] Aspects of the present invention may also be found in a system for updating 
software. The system may comprise an electronic device capable of having software 
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installed thereon and a software delivery device for receiving and delivering at least one 
update package and reference software to the electronic device. The reference software 
may facilitate, using the at least one update package, at least one update to application 
software installed on the electronic device. 

[0021] In another embodiment of the present invention, the electronic device may further 
comprise an update agent. The update agent may be capable of employing the reference 
software in conjunction with a retrieved update package to generate updated versions of 
the application software. The update agent may also be capable of updating a plurality of 
application software employing reference software associated with each application 
software. 

[0022] In another embodiment of the present invention, the system may further comprise 
an update generating system. The update generating system may comprise a loader 
manager. The loader manager may manage loading of application software and 
application software version updates from the software delivery device. The loader 
manager may also employ a loader from a loader module and employ security services to 
authenticate software being delivered. 

[0023] In another embodiment of the present invention, the loader manager may further 
comprise an installation agent for installing application software and downloading files 
from the software delivery device. 

[0024] In another embodiment of the present invention, the loader manager may be 
adapted to identify an application software needing updating, identify whether reference 
software associated with the application software needing updating exists, and coordinate 
an update of the application software and an associated reference software in a single 
update. 

[0025] In another embodiment of the present invention, the loader manager may be 
adapted to retrieve the update package, access contents of the update package, and verify 
the update package. 
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[0026] In another embodiment of the present invention, the loader manager may be 
adapted to determine the immediacy of a needed update for a particular application 
software. 

[0027] In another embodiment of the present invention, the software delivery device may 
be one of a server, a CDROM, and a network. 

[0028] In another embodiment of the present invention, the electronic device may be one 
of a computer, a digital phone, and a digital camera. 

[0029] Aspects of the present invention may also be found in a method for updating 
software in an electronic device. The method may comprise generating a first update 
package for updating at least one software application. The first update package may be 
generated based upon difference information between first and second software versions. 
The method may also include generating a second update package for updating the at 
least one software application. The second update package may be generated based upon 
difference information between first and third software versions. The method may also 
include generating a third update package for updating the at least one software 
application, the third update package being generated based upon difference information 
between the first and second update packages and updating the at least one software 
application using the third update package. 

[0030] Aspects of the present invention may also be found in a method for updating 
software in an electronic device. The method may comprise generating a first update 
package for updating at least one software application. The first update package may be 
generated based upon difference information between a first software version and a 
reference software corresponding to the at least one software application. The method 
may also comprise generating a second update package for updating the at least one 
software application. The second update package may be generated based upon 
difference information a second software version and the reference software 
corresponding to the at least one software application. The method may also include 
generating a third update package for updating the at least one software application, the 
third update package being generated based upon difference information between the first 
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and second update packages and updating the at least one software application using the 
third update package. 

[0031] Aspects of the present invention may also be found in a system for updating 
software. The system may comprise an electronic device capable of having software 
installed thereon, a first update package generator for generating update packages based 
upon difference information between different versions of software, a second update 
package generator for generating update packages based upon difference information 
between different update packages, and a software delivery device for delivering at least 
one update package generated based upon difference information between different 
update packages to the electronic device. 

[0032] Aspects of the present invention may also be found in a system for updating 
software. The system may comprise an electronic device capable of having software 
installed thereon, a first update package generator for generating update packages based 
upon difference information between a version of software and a reference software 
corresponding to at least one software application, a second update package generator for 
generating update packages based upon difference information between different update 
packages, and a software delivery device for delivering at least one update package 
generated based upon difference information between different update packages to the 
electronic device. 

[0033] These and various other advantages and features of novelty which may 
characterize the invention are pointed out with particularity in the claims annexed hereto 
and that form a part hereof. However, for a better understanding of the invention, its 
advantages, and the objects obtained by its use, reference should be made to the drawings 
which form a further part hereof, and to accompanying descriptive matter, in which there 
are illustrated and described specific examples of an apparatus in accordance with the 
invention. 
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BRIEF DESCRIPTION OF THE DIAGRAMS 



[0034] Fig. 1 is a block diagram of an update network that may support update of 
application software in an electronic device employing an update package provided by a 
server with a download coordinator, according to an embodiment of the present 
invention; 

[0035] Fig. 2 is a flow chart illustrating an exemplary operation of an electronic device 
when a specific version of application software is to be installed based on reference 
software that is locally available, according to an embodiment of the present invention; 

[0036] Fig. 3 is a block diagram 300 illustrating creation of an exemplary update package 
according to an embodiment of the present invention; and 

[0037] Fig. 4 is a block diagram 400 illustrating creation of another exemplary update 
package according to an embodiment of the present invention. 
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DETAILED DESCRIPTION OF THE DIAGRAMS 



[0038] Fig. 1 is a block diagram of an update network supporting updating application 
software in an electronic device by employing an update package. The electronic device 
may be capable of applying updates to application software and reference software 
associated with the application software. The reference software may be stored along 
with the application software in the electronic device. 

[0039] In Fig. 1, update network 105, that may support update of application software 
125 in electronic device 107, is shown. Application software 125 may employ an update 
package provided by server 109. Server 109 may be provided with download coordinator 
137. Electronic device 107 may be capable of applying updates to application software 
125 by employing the update package retrieved from server 109 and also reference 
software 123, which may be associated with application software 125. Reference 
software 123 may also be stored along with application software 125 within electronic 
device 107. Electronic device 107 may also comprise update system 111, loader modules 
121, user interface (UI) module 127, and communications layer 1 19. 

[0040] In an embodiment of the present invention, when a user of electronic device 107 
installs application software 125, for example for the first time, reference software 123 
may also be simultaneously installed to support subsequent updates to application 
software 125. For example, in an embodiment of the present invention, electronic device 
107 may be a personal computer (PC) and application software 125 may be loaded from a 
CDROM that may also provide reference software 123. Both application software 125 
and reference software 123 may be installed onto PC 107 from the CDROM during the 
same installation. Reference software may comprise a plurality of shared and/or common 
binaries, firmware code, dynamic link libraries (DLLs), JAVA archives (JAR files), 
wherein the above may comprise data and/or textual information common to a plurality 
of versions of an application software or a plurality of software applications and 
respective versions thereof. 

[0041] Subsequent update packages retrieved by PC 107 from server 109 to update 
application software 125 may be generated based upon reference software 123 (or a copy 
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thereof), for example by the vendor of application software 125. Update agent 131 in PC 
107 may be capable of employing reference software 123 in PC 107 in conjunction with a 
retrieved update package to generate updated versions of application software 125. 

[0042] Aspects of the present invention may utilize a known reference, such as reference 
software 123, when updating available software in an electronic device. Reference 
software 123 may be supplied by the vendor of application software 125, and reference 
software 123 may be installed along with application software 125. Subsequent updates 
(for example to version 5.0) applied to the installed software may then be performed 
based on reference software 123 instead of application software 125 currently in use. 
This means that for a given updated application software version, only one update 
package based on reference software 123 may need to be developed and disseminated. 

[0043] Aspects of the present invention may decrease the need for creating and 
developing numerous redundant update packages. Multi-version updates may be 
combined and converted to a single update situation. For example, if application 
software versions 1, 2, and 3 exist, distributing an updated version of the software, for 
example version 4, may have required update packages to be generated from versions 1 
to 4, 2 to 4, and 3 to 4 using prior art methods. However, by employing an embodiment 
of the present invention, only one update package may need to be developed, i.e., one 
update package is capable of supporting the transition from an existing reference software 
version to updated software version 4. 

[0044] In an embodiment of the present invention, secure loader manager 129 in update 
system 111 may be employed to manage loading of application software 125, or version 
updates thereof. The loading may be from server 109, and may employ communication 
layer 119 and appropriate loaders in loader modules 121. Alternatively, loading may be 
from a CDROM, and again may employ appropriate loaders from loader modules 121. 
Secure loader manager 129 may employ security services such as digital certificates, 
CRC values, message digests, encryption/decryption mechanisms, etc., to authenticate the 
application software, update packages downloaded, reference software, etc. 
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[0045] In an embodiment of the present invention, secure loader manager 129 may 
comprise an installation agent capable of installing application software 125 after it 
downloads files from a remote server, such as server 109, accesses files from local 
storage, or accesses files from a CDROM (local or otherwise). 

[0046] In an embodiment of the present invention, the electronic device 107 may support 
storage and management of multiple software applications, such as application software 
125, where each software application has an associated reference software 123. Thus, an 
update of any of the multiple software applications in electronic device 107 may utilize 
an update package based on an associated reference software 123. Update agent 131 may 
be capable of updating each software application 125 employing an associated reference 
software 123. 

[0047] Fig. 2 is a flow chart illustrating an exemplary method of operating an electronic 
device, such as electronic device 107 of Fig. 1, with a specific version of application 
software 125 using reference software that may be locally available, in accordance with 
the present invention. At block 207, an installation agent for network-based installation 
(or a CDROM-based installation) for electronic device 107 may be invoked. At block 
209, secure loader manager 129 in electronic device 107 may identify a software 
application to be updated. At block 211, secure loader manager 129 of electronic device 
107 may determine if reference software 123 exists for application software 125 to be 
updated. If it is determined that reference software 123 does not exist, then at block 225, 
installation of application software 125 and associated reference software 123 may be 
performed in electronic device 107. Subsequently, installation may terminate at block 
221. 

[0048] If, at block 211, it is determined that an update to application software 125 may 
be necessary and that reference software 123 exists, then, at block 213, the update 
package for application software 125 may be retrieved or accessed by secure loader 
manager 129. At block 215, the retrieved update package is verified, and a determination 
is made whether an immediate update is appropriate. If it is determined that an update 
package may be installed, then control is passed to block 223, where the update agent 
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updates application software 125 using one or more update packages and reference 
software 123. The update agent may also set appropriate flags to indicate success or 
failure before processing terminates at block 221. 

[0049] If, at block 215, it is determined that a downloaded update package need not be 
immediately installed, then, at block 217, the update package may be saved for 
subsequent update. Typically, the update package may be saved in storage or in a file 
system employing a storage manager, such as, for example, storage manager 115 of Fig. 
1. 

[0050] At block 219, update agent 131 may be invoked to apply the update employing 
one or more update packages and reference software 123. Control is then passed to block 
223 where update processing may be performed by update agent 131 before termination 
at block 221. 

[0051] In an embodiment of the present invention, electronic device 107 may be capable 
of updating reference software by employing update packages provided by server 109 or 
provided on a CDROM. 

[0052] Aspects of the present invention may be found in an electronic device comprising 
an update agent that may be capable of updating application software employing 
reference software and an update package generated based on the reference software. 
The update agent may be employed by the electronic device to perform the update. 

[0053] In an embodiment of the present invention, reference software may be installed 
concurrent with the first installation of an application software update. For example, in a 
personal computer (PC), application software may be loaded from a CDROM (or over a 
network) that may also provide reference software, and both application software and 
reference software may be installed onto the PC during the same installation. Update 
packages may be generated based on the reference software and the number of update 
packages needed to support a multi-version update transitions may be reduced to a single 
update process. 
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[0054] Fig. 3 is a block diagram 300 illustrating creation of an exemplary update package 
according to an embodiment of the present invention. In Fig. 3, an update package may 
be created using difference information, i.e., the update package may be created based on 
two or more different generated update packages. 

[0055] Aspects of the present invention may be found in an exemplary embodiment 
wherein three different software versions 310, 320 and 330, of a software application are 
known. The method may be accomplished by generating, in update generator 370, a first 
update package 340 (update package A) corresponding to differences between software 
versions 310 and 320, generating, in update generator 370, a second update package 350 
(update package B) corresponding to differences between software versions 310 and 330, 
and generating a third update package 360 (update package C), in update generator 380, 
corresponding to differences between the first update package 340 and the second update 
package 350. 

[0056] In an embodiment of the present invention, the generated third update package 
360 may contain less information than the sum of information contained in the first 
update package 340 and the second update package 350, and may contain less 
information than either of the first or second update packages 340, 350 alone. 

[0057] The electronic device to be updated may store the first update package 340 and/or 
the second update package 350 in order to generate the third update package 360. The 
second update package 350 may also be generated from an available (previously 
downloaded) update package. In another embodiment of the present invention, the first 
update package 340 and a newly downloaded update package, for example the third 
update package 360, may be applied before applying the second update package 350. 

[0058] Fig. 4 is a block diagram 400 illustrating creation of another exemplary update 
package according to an embodiment of the present invention. In Fig. 4, an update 
package may be created using difference information, i.e., the update package may be 
created based on two or more different generated update packages. 
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[0059] Aspects of the present invention may be found in an exemplary embodiment 
wherein two different software versions 420 and 430, of a software application are 
known, and reference software 490 corresponding to a particular software application is 
also provided. The method may be accomplished by generating, in update generator 470, 
a first update package 440 (update package A) corresponding to differences between 
software version 420 and reference software 490, generating, in update generator 470, a 
second update package 450 (update package B) corresponding to differences between 
software versions 430 and reference software 490, and generating a third update package 
460 (update package C), in update generator 480, corresponding to differences between 
the first update package 40 and the second update package 450. 

[0060] In an embodiment of the present invention, the generated third update package 
460 may contain less information than the sum of information contained in the first 
update package 440 and the second update package 450, and may contain less 
information than either of the first or second update packages 440, 450 alone. 

[0061] The electronic device to be updated may store the first update package 440 and/or 
the second update package 450 in order to generate the third update package 460. The 
second update package 450 may also be generated from an available (previously 
downloaded) update package. In another embodiment of the present invention, the first 
update package 440 and a newly downloaded update package, for example the third 
update package 460, may be applied before applying the second update package 450. 

[0062] The electronic device to be updated may store the first update package 440 after it 
has been used to update the electronic device so that it may be used to generate 
subsequent update packages, such as the second update package 450, which would be 
generated when the electronic device subsequently downloads the third update package 
460. Thus, the third update package 460 and the first update package 440 would be used 
to generate the second update package 450 at the electronic device, prior to the update of 
the electronic device using the second update package 450. It is assumed that the third 
update package 460 is smaller than the second update package 450, thereby making it 
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more efficient to transfer the third update package 460 to the electronic device rather than 
the second update package 450. 

[0063] Although a system and method according to the present invention has been 
described in connection with a preferred embodiment, the invention is not intended to be 
limited to the specific form set forth herein, but on the contrary, is intended to cover such 
alternative modifications and equivalents, as can be reasonably included within the spirit 
and scope of the invention, as defined by this disclosure and the appended diagrams. It is 
intended that the scope of the invention be limited not with this detailed description, but 
rather by the claims appended hereto. 
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